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1
Decision/action requested

Approve the following pCR to the key separation solution in AKMA (TR 33.835).
2
References

[1]
TR 33.835, v0.4.0 (S3-190923) 
3
Rationale

The solution #18 in [1] currently contains two Editor’s Notes. The first one reads:

Editor’s Note: Whether the key has to be crypographically separated per protocol at the application level and if so, how is FFS.
This Editor’s Note was meant to say that a security vulnerability may occur if the Application Function that received an application function specific key uses this application function specific key in an insecure way (e.g. a weak security protocol). Whereas this is a true observation, there is no way for 3GPP to mandate useage of separate keys for separate security protocols.

Proposal: Delete the Editor’s Note and add a recommendation that it is advisable to derive further protocol specific keys in the application itself somewhat later in the text.
The second Editor’s Note reads:

Editor’s Note: The derivation of KAKMA, the derivation algorithm to use and other required inputs to derive the KAF are FFS.
This Editor’s Note is proposed to be removed, because new inputs can easily be added in normative work.
Furthermore, a conclusion is added to say:

· Which key issues and the related requirements this solution covers.

· What the context of the solution is

· What the advantages, drawbacks, and system impacts are.

Without comparing with other solutions

4
Detailed proposal

*** Start of Change ***
6.18
Solution #18: Key separation for AKMA AFs using Counters

6.18.1
Introduction
This solution addresses KI #9 (Key separation for AKMA AFs). The assumption is that the UE has been successfully authenticated by the AAuF as described in the solution 3 or by the AUSF itself. 
6.18.2
Solution details

Once the UE has been successfully authenticated, the UE has the necessary keying material to establish secure communication with any AKMA application function. The key separation for a UE between any AKMA application function is supported using a 16-bit AKMA Application Function Counter (AF Counter).  The UE and the AKMA authentication fuction (either AAuF or AUSF) initializes the AF Counter to ‘0’ whenever an AKMA anchor key (KAKMA) is generated for a UE based on a 3GPP credential in 5G. The AF counter can be monotonically incremented for every new application key (KAF) generation and used as an input during KAF generation from the same KAKMA. To derive the application key the UE increments the locally stored AF counter and verify if it matches with the AF counter received from the AKMA application function. If the verification is successful, the UE generates the application key using the received AF Counter and the other AKMA parameters. The AF counter specific to the UE is managed by both the UE and the AKMA authentication function. The AKMA application key is derived as follows.

KAF = KDF (KAKMA, AApF ID, AF Counter)

where AApF ID is the AKMA Application Function Identifier. 
It is recommended that application functions receiving the key do not use the key directly, but rather derive a further, e.g. protocol specific, key for separate sessions.

NOTE: 
Direct usage of the key in a weak security protocol may expose the key and compromise further use of the same key


Figure 6.18.2-1illustrates the proposed key separation mechanism.
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Figure 6.18.2-1: Key separation procedure
6.18.3
Evaluation

This solution covers the requirement of key issue #9, namely "The AKMA architecture shall support key separation for different AKMA AFs." It does so by introducing an application key (KAF) derived from KAKMA by including the AApF ID for separation and a counter for freshness as input parameters to guarantee key separation and freshness.
The context of this solution is limited to those cases where a preshared key is available in the UE and the AAuF. In this solution, it is assumed that this pre-shared key is KAKMA.
The advantage of this solution is that in addition to key separation, freshness is also provided by using a unique counter. A drawback is that the AAuF will have to maintain a counter. Therefore, the system impact is that the AAuF will be required to maintain a counter in order to make this solution work. Also, counter synchronization errors may occur, which are not detailed in this solution.
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